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Abstract

"btrfs" as a filesystem has been getting a lot of attention over
the past few years. While it is interesting from its feature set
alone (checksums, copy on write, snapshots, Volume
Management integration), some of these features are not
directly useful for customers without a proper integration into
userland tools, management infrastructure and compliance
processes.

This session will help you learn how to use snapper for
snapshot management on SUSE Linux Enterprise. We will
provide an outlook for future functionality of snapper and
Integration of btrfs into the system.




Agenda

- Btrfs specs
+ Features and Concepts

Introduction to Btrfs

- Current limitations
- Support from distributions




What People Say About Btrfs...

Chris Mason (lead developer Btrfs)
- General purpose filesystem that scales to very large storage
- Focused on features that no other Linux filesystems have

- Easy administration and fault tolerant operation

Ted Tso (lead developer Ext4)

- (Btrfs is) “... the way forward”

Others:

- “Next generation Linux filesystem”

- “Btrfs is the Linux answer to ZFS”




Why Another Linux filesystem?

- Solve Storage Challenges
- Scalability
- Data Integrity
- Dynamic Resources (expand and shrink)
- Storage Management

- Server, Cloud — Desktop, Mobile

- Compete with and exceed the filesystem capabilities
of other Operating Systems




Btrfs Specs

- Max volume size . 16 EB (2764 byte)
- Max file size . 16 EB
- Max file name size . 255 bytes

- Characters in file name : any, except 0x00
- Directory lookup algorithm : B-Tree

» Filesystem check . on- and off-line

- Compatibility

- POSIX file owner/permission  Hard- and symbolic links,
Access Control Lists (ACLS) Extended Attributes (xattrs),
Asynchronous and Direct /O Sparse files




A Few Btrfs Concepts

- B-Tree - Metadata
- Index data structure - “normal” metadata:
size, Inode, atime, mtime,

- Fast search, insert, delete etc...

- B-Tree structures
- Subvolume

- Filesystem inside the * Raw data

filesystem - Actual content of files

- Independent B-Tree linked
to some directory of the root
subvolume




Btrfs Feature Summary 1/2

- Extents
- Use only what's needed

- Contiguous runs of disk
blocks

- Copy-on-write
- Never overwrite data!

- Similar to CoW in VMM

- Shapshots
- Light weight

- At file system level
- RO/ RW

- Multi-device

Management (no L3 yet)
- mixed size and speed

- on-line add and remove
devs

- Object level RAID:

-0,1,10

- Efficient small file

storage

- SSD support

(optimizations, trim)




Btrfs Feature Summary 2/2

- Checksums on data and - Send/Receive

meta data - Similar to ZFS' send/receive

- Balancing -+ Seed devices

- Grow and shrink(!) - Overlay a RW file system
on top of an RO

- Scrub

- Defragmentation

- Transparent
compression (gzip, 1zo)

- In-place conversion from
Ext[34] to Btrfs



https://btrfs.wiki.kernel.org/index.php/Seed-device

Btrfs Planned Features

- Quota support

- Aug 2012: 1st
Implementation available

» Object-level RAID 5, 6
- Data de-duplication:

- On-line de-dup during - Tiered storage
writes dd
- Frequently used data on
- Background de-dup SDg(s) g
process

- “Archive” on HDD(s)




Btrfs file system check,
recovery and repair

- Status of btrfsck - Auto recovery at mount

- Released in SLES 11 SP2 - mount -0 recovery
and OL6 with UEK?2

- Off-line filesystem repair

- Btrfs-restore

- Read-only recovery tool




Btrfs Features:

Current limitations (Aug 2012)

- Full featured off-line fsck - Quota support

repair tool, however: (unreleased)

- First implementation of off- - Tools to help set up and
line fsck already available report subvolume sizes

- On-line repair options with - Limited nr. of hard links
btrfs scrub to a file 3 — 250 (patch)

- Recovery mount option . RAID 5 and 6 (patch)

- btrfs-restore utility Consistent

- Limited bootloader documentation

Support (GRUBZ Only) - Btrfs Wiki @ kernel.org is

available again

g g g i g
T



Distro Support Status

Support Technology Preview |/
- SUSE. Linux Enterprise unsupported
Server 11 SP2 - Red Hat Enterprise Linux
- OpenSUSE 11.4, 12.1 - Fedora
» Oracle Linux 6 with - and others...
UEK2
- Debian 6

- Ubuntu 11.04



http://www.suse.com/releasenotes/x86_64/SUSE-SLES/11-SP2/#fate-306585
http://apacmediacentre.oracle.com/content/detail.aspx?ReleaseID=5300&NewsAreaId=2
https://help.ubuntu.com/community/btrfs

Agenda

Btrfs in SUSE distro's
Shapper

- Btrfs integration in SLES and

openSUSE

- Partitioner
- Planned features
- Snapshot management with

Snapper




Btrfs integration In
SLE 11 SP2 and openSUSE 12.1

Basic integration into Tools
- Installer - Shapper

- Btrfs as root file system - Manage snapshots

- Recommendation for - Automatically create

subvolume layout snapshots
- Display differences between

- Partitioner snapshots

- Create Btrfs - Roll-back

- Create subvolumes




Btrfs integration in SLE 11 and openSUSE
Future plans

- YaST partitioner support for:

- Built-in multi-volume handling
and RAID

- Transparent compression
- Btrfs support in AutoYaST

- Bootloader support for /boot
on btrfs

- Snapshot creation as non-
root user (DBus support)



http://www.suse.com/releasenotes/x86_64/SUSE-SLES/11-SP2/#fate-306585

Btrfs integration in YaST Partitioner

& @ vasT2@ios <@ios>
Expert Partitioner

System View [ Available Storage on ios
Device Size F |Enc | Type FS Type |Label | Mount Foint |Mount By | Used By
/dev/sda 1.827TB £ WDC-WD2002FYPS-0
fdevisdal 1.827TE \_w Extended
/dev/sdaS 155.00 MB \_® Linux native Ext3 boot  /boot Label
/dev/sdad  2.01 GB \_® Linux swap Swap swap swap Label
fdevisda7? 20.00 GB \_® Linux native BtrFs / Ui EBTRFS eftd384d-bSed-444c-a5fa-c2380dd8ha3d
fdevisdald 1.80TE \_® Linux native BtrFs /testing Ui EBTRFS aeced681-8263-4fh3-ab00-8224 285 hEed
tmpfs 1.80 GB @ TMPFS TmpFs fdevishm Kemel
e tmpfs 1.80 GB @ TMPFS TmpFs /dev Kernel
(e W .
1 s () vaST2@ios <@ios> € @ YaST2@ios <@ios> <2>
: Lw Edit Btrfs ef6d384d-b9e4-444c-a5fa-c2380dd8b93d Subvolume Handling
Existing Subvolumes:
—Formatting Options——— ~Mounting Cptions
@/tmp
) Format partition ® Mount partition @/opt
File system Mount Paint @:\,SN; |
Eres___ T T @ating

@Mvarfrun

@/home
@ Do not format partition ) Do not mount partition @/.snapshots
/. hots/2/ hot
File system |D: g: Sn:i[:JSLOLsr1 snapshot E

| 0x83 Linux - New Subvolume
[ Subvolume Handling [— ]

[] Encrypt device

[ Add new ] [ Remove ]
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Snapshot management with Snapper

Functions as @
(. Selected Snapshot Overview
. 2-3 yastusers
- AUtO m atl C B[] ete Time of taking the first snapshot: Wed Nar 30 14:57:10 2011
L] @ group Time of taking the second snapshot Wed Mar 30 14:57:35 2011

[] @ groupYaST2save

snapshots

[] ® passwd YaST2save @ Show the difference between first and second snapshot
. . [ ® shadow () Show the difference between first snapshot and current system
- I nteg ratl O n Wlth ~0 e shadowYaST2save () Show the difference between second snapshot and current system
[ sysconfig =

=
----- [ ® displaymanager
Ya.ST an d Zyp p B[] var File content was modified.
B[] tmp
=[] kdecache-linux - (snapshots/2/snapshotieteipasswd 2011-03-30 14:41:45.943000001 +0200
~~[] ® icon-cache.kcache +++/snapshots/3/snapshotiete/passwd 2011-03-30 14:57:33.916000003 +0200
- ROI | baCk “-[] ® plasma_theme_open @@ -22,3+224 @@
uucpx10:14: Unix-to-Unix CoPy system:/etc/uucpibin/bash
wawwrun 308 WWW daemon apache:fvar/libiwwrun:/binifalse
linwc 1000: 100 linwehomellinuc/bin/bash

—_ I nteg ratl O n Huxx1001: 100 twe/homedtuxibin/bash
points

Festore From First] ’Restore From Second]

1 EEEE «|»

[ Cancel ”Eestoreﬁele:ted]




Snapper future: DBus support

Unprivileged Unprivileged

Privileged user
user user

- Snapper is split up:

' ' ' - snapper (client)

* * | * - snapperd (server)

agent = agent agent

(snapper) s (vast) ‘ CR - Authorized users submit
request through DBus

- snapperd performs

ﬁ dbus daemon actions on behalf of users
- Authorization scheme
ﬁ snapperd - Users
Privileged user | - Agents

r3+g{i:# . ,L"
A




Demo 1

Snhapper

- Snapper module for YaST

- Shapper integration with YaST
- Snapper command line tool

- Snapper as non-root




Snapper - Metadata

Meta information stored with each snapshot:

- Type . [ Pre | Post | Single ]

- # . Nr of snapshot

- Pre # . Matching “Pre” number, if type is “Post”
- Date . Timestamp

- User . User who created the snapshot

- Cleanup : Cleanup algorithm for this snapshot

- Description : A fitting description of the snapshot (free text)

- Userdata : key=value pairs to record all sorts of useful
Information about the snapshot in an
(e.g.: easily parsing from scripts)




Agenda

- In-depth

- Extents, Copy-on-Write,
Subvolumes, Snapshots

- Recommendations

- Use cases

Btrfs in-depth
Use cases - Performance

- Demo




In-depth Btrfs:
Extents and Storage Organization

Chunks
<
<
O
O
O

\Default sizes
1 GB

Extents
N
N
O
S
D

T 512 byte
ﬁD 10 0] OO0
Hin/E N nE L0 OO OOHn
g HEEEN 0] O OO0

o o | UHHOOHH 0] OO0 # btrfs filesystemdf /
(D) O HEENREN O] HEEEEEEEEN Dat a: total =14. 50GB, used=12.20GB
%‘ m DDD?DDD ] HEEEEEEnE. System DUP: total =8. 00MB, used=12.00KB
— T System total =4. 00MB, used=0.00
—5 Met adat a, DUP: total =1. 75GB,
@) used=904. 11MB
= sda_ ['mdo sdb

Mount ed on
/ dev/ sda7 20G 14G 4.3G 77%/
#

p Disk utilization
s 4 12,2GB + 2x 0,9GB + =14 GB

/ \ _ # df -h /
Fi | esystem Size Used Avail Use%

= = :
T E < I




Btrfs Features:

Copy on Write explained 1/4

© ©

subvol subvol

clone

| #Aggm | | | #Agam; | | |

Copy Clone
cp --reflink=always F C




Btrfs Features:

Copy on Write explained 2/4

@ @ Append to files:
F: +1 extent
C: +1 extent

subvol

HBEEE 12134 5/

| 'Agg|a | | || || HagEg | | 8




Btrfs Features:

Copy on Write explained 3/4

@ Modify extent: @ Modify extent:
F: 2 F: 3

C:3 C: 2

(‘'discard' mount option)




Btrfs Features:

Copy on Write explained 4/4

Truncate files: e Trim command:
F: -2 extent

C: -1 extent ATA : man 8 fstrim
SCSI: man 8 sg _unmap

HBEH: - HEER HEHE 1121314/

III!!I-DII!D BB B @ 3a

extents needlng ‘trimming”
(‘'discard' mount optlon)




In-depth Btrfs: Subvolumes

/ - Independent B-Tree linked to
some directory of the root
subvolume

- A part of the file system

Ivarl '
variog - Appears on file system as a

directory

- Subvols on a Btrfs file system
share the same device pool

- Independently snapshotable
(copy B-Tree)

Subvol (B-Tree)
(B-Tree)
- Independently mountable




In-depth Btrfs: Snapshots

- A record of the state of a
subvolume

- CoW copy of another
subvolume

- After creation, snapshot
shares all raw data and

| metadata with parent
Subvol , Clone _ -
(B-Tree) ~B-Tree  _ (practically) unlimited in

\ . number

S Q " - Read Only, Writable and
Nested (= “snapshot of a

T snapshot”)

- Snapshots on the file system
level




In-depth Btrfs: Send/Receive

- available with kernel 3.6
- Allows to save the difference between subvolumes
- Use-case 1: Daily backup

- btrfs subvolume snapshot -r /orig /orig/Thu
-btrfs send -p /orig/Wed /orig/Thu > Wed-Thu.btrfs
- btrfs receive /backup < Wed-Thu.btrfs

- The file Wed-Thu.btrfs constains a stream of create, rename,
clone, mkdir etc. commands

- Use-case 2. Speed up comparison of snapshots for
Snhapper




Btrfs Operations 1/2

- mkfs.btrfs - Scrub
- Different RAID algorithm for - ldentify and repair data
data and metadata corruption
- Different sized disks - Read all extents and verify
checksum

- btrfs-convert
- In case of problem restore

- In-place conversion of Ext3 block from mirror (if avail.)
or Ext4 to Btrfs
- Reversible . Defrag

- Re-allocate files to
- Balance

- Mount option autodefrag
- Read all extents

- Batch defrag

- Pass data through balancer




Btrfs Operations 2/2

- Create subvolume * Roll-back entire snapshot
- btrfs subvolume create - “All-or-nothing”
/home

- mount -0 subvol=

- Create RO snapshot - Atomic operation

_ btrfs subvol snap -r - For / fs boot parameter:

/home/home. "date -I° rootflags=subvol=@/.snapshots
/mysnap

- Roll-back files

- Copy single files from
snapshot to “main”
filesystem

- No atomic roll-back




Demo 2

- Make filesystem
- Btrfs utility:
- Create subvolume

- Create snapshot

- Start scrub

- Mount subvolume and snapshot




Use Case: Snapper and ITIL

# @Begin of implementation Change:
snapper create \
--type pre \
--description "ChgMgt Work order: Upgrade syslog

configuration to forward log entries to central log
server"” \

--userdata \
"WorkOrder=201201253030000012-1,
State=InProgress , Agent=jdoe@example.com"

# @End of implementation Change:
snapper create \

--type post --pre-number 240 \

--description "Done: ChgMgt Work order: Upgrade syslog
configuration to forward log entries to central log
server"” \

--userdata "WorkOrder=201201253030000012-1,
State=Closed, Agent=jdoe@example.com"




Use Cases For Btrfs

Basic Btrfs HOWTOs A few others

- How to create RAID - System's management:

- Snapshots and subvols - gyslt(em snapshot and roll-
acC

» Grow / shrink |
- Pre-patching

- Virtualization
- Cloned VMs and containers

- Data center Processes
- Auditing

- Change Mgt



http://btrfs.ipv5.de/index.php?title=UseCases
https://blogs.oracle.com/wim/entry/containers_on_linux

A Few Recommendations

Filesystem size: Subvolumes layout

- Starting: ~30% filling - Directories containing logs

- Operation: <90% filling to avoid rolling back logs

- High volume directories on
different subvolume

- Typically:
/tmp, /srv,
/var/spool,
/var/log,
/var/run,
/var/tmp, /opt




A Few Recommendations

Btrfs on HDD Btrfs on SSD
- Mount options: - Mount options:
- autodefrag - discard
- noatime (whenever - ssd
possible)

- noatime (whenever
possible)

- Without “autodefrag”

manually defrag on a - Disk scheduler: noop
regular basis!

- Never defragment! -
wears out SSD




A Few Recommendations 3/3

Filesystem layout

- Depending on system purpose

- Non-mission-critical system:

- /boot
-/

- /db

- /home
- [tmp
- [var

- /[vmstore

Ext3
Btrfs
Ext3, ASM, raw
XFS, Ext3, Btrfs
tmpfs
Ext3
XFS, Ext3, Btrfs




Performance

- Simple test:
sustained read/write

- SSD and HDD

- Write test
dd if=/dev/zero of=btrfs-demo-
seqg-writel bs=1M count=4096
conv=fsync

- Read test
dd if=btrfs-demo-seq-writel
of=/dev/null bs=1M
count=4096 iflag=nocache

» Results SSD:
- Seq Write raw: 220 MB/s
- Seq Write Btrfs: 200 MB/s
- Seq Read raw: 225 MB/s
- Seq Read Btrfs: 220 MB/s

- Results HDD:
- Seq Write Btrfs: 32 MB/s

» For more benchmarking
Info see;
- Chris Mason's Btrfs Intro

- Avi Miller's LinuxConf AU talk

- Douglas Fuller's talk



http://www.youtube.com/watch?v=cCzrCfo4MdQ

Demo 3

- Convert exitsting Ext3 to Btrfs
- On-line resize Btrfs

- Grow
- Shrink
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Agenda

Summary
- Lots of desirable features
- Development is ongoing

- Distributions support is
mounting

- Lots of practical applications
yet to come

Summary and
Questions




For more information please
visit our website:
WWW.SuUse.com

Thank you.
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